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THE GLOBAL FORUM
ON BIORISKS

TOWARD EFFECTIVE MANAGEMENT AND
GOVERNANCE OF BIOLOGICAL RISKS

David Heyman, Gerald L. Epstein, and Michael Moodie

For more than 15 years, policymakers and security analysts have been concerned that govern-
ments, terrorists, or even a crazed individual would misuse the rapid advances in the life sciences
to cause widespread death and disruption. Traditional proliferation concerns fostered by discov-
eries of illicit governmental biological weapons programs, together with novel worries provoked
by emerging terrorist interest in such capabilities, elevated the issue of biological security on the
policy agenda. In the autumn of 2001, following the tragedy of the 9/11 attacks, it seemed that
people’s worst fears were to be realized as anthrax-filled letters resulted in five deaths and, more
broadly, sparked extensive anxiety that disrupted the daily lives of countless individuals. As a re-
sult, between the time of the “Amerithrax” letters and today, the United States has spent, according
to some estimates, more than $50 billion to protect itself from biological attacks.

The deliberate misuse of the life sciences and related technology for harm challenges exist-
ing policy mechanisms in a number of ways. Given the complexity of the issues and of the stakes
involved, it is difficult to arrive at a common understanding of the threat, let alone the solutions.
The speed at which dimensions of the risk are changing makes it difficult for slow-reacting govern-
ments to keep up and provide appropriate policy and regulatory responses. The expanding scope
of the challenge has introduced a requirement for many more players to be involved in the process
of managing biological risks. Traditional institutions and measures appear less and less able to
provide adequate governance for an increasingly unfamiliar issue characterized by novel dynamics
and fostered by a convergence of recent global trends.

This report addresses these concerns. It first considers the evolving challenges posed by natu-
rally occurring disease as well as the potential misuse of the life sciences and related technology,
including a number of trends whose convergence imbues biosecurity challenges with unfamiliar
dimensions. It then considers the variety of professional communities that are stakeholders in
managing biological risks, presenting their different perspectives. It goes on to assess factors that
must be incorporated into an effective strategy for countering this evolving challenge, and it con-
cludes by introducing the Global Forum on Biorisks—a comprehensive, integrated, international,
and multisectoral approach to dissuading, mitigating, interdicting, countering, and responding to
biological threats of natural, accidental, or intentional origin.

This report is the culmination of several years of research, work, and collaboration with many
individuals in many countries and in many institutions. Although there are far too many to list
here, we would like to recognize a few individuals—Katherine Phillips, Megan Wilcox-Fogel, Ethan
Wais, and Jacqueline Joliat, in particular—whose exceptional work on, and dedication to, this
project made possible all we have accomplished. Many more also contributed to the discussions
and research underlying the approach we present below, and we are indebted to them all. Finally,
the authors gratefully acknowledge the John D. and Catherine T. MacArthur Foundation and the
Carnegie Corporation of New York for their financial support of this project. We could not be more
appreciative.
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1.Increasing Biological Risks!

The Challenge of Infectious Disease

Infectious diseases are responsible for more than one-fourth of global deaths.? Yet despite their
long-standing nature and notwithstanding the development of medical and public health tech-
nologies, the disease threat is constantly changing. Traditional diseases have greater impact in
crowded societies that increase the opportunities for diseases to develop and spread. New diseases
continually emerge as microorganisms evolve in ways that evade or overcome the human immune
system and as humans spread into new environments and become exposed to formerly unfamil-
iar pathogens. Even as antibiotic and antiviral drugs are developed to fight disease, the pathogens
targeted by these drugs mutate to defeat them.

In today’s highly mobile and interconnected society, people can spread disease to distant
parts of the world before an outbreak is even recognized in its area of origin, much less contained.
Recent examples include an outbreak of plague originating in Surat, India, in 1994, the SARS epi-
demic in 2002 and 2003, and most recently the global pandemic of novel HIN1 influenza in 2009.
Trade and travel disruptions that result from ad hoc or coordinated attempts to control a disease’s
spread can have severe economic impacts, as illustrated not only by human disease outbreaks
but agricultural outbreaks such as foot and mouth epidemics in Taiwan in 1997 and the United
Kingdom in 2001. Preventing, detecting, mitigating, and responding to natural disease outbreaks
remains an issue of great concern—one that is very familiar to governments around the world, but
one that poses new challenges as well.

The Challenge of Deliberate Misuse

Far less familiar to governments and policymakers is the threat that disease will be used delib-
erately as a weapon. In fact, few security threats facing society manifest as great a discrepancy
between the potential for large-scale harm and the paucity of historical use as biological weapons
and bioterrorism. More than half a century ago, nation-state biological weapons programs dem-
onstrated the ability to produce and disseminate harmful biological organisms on a large scale. In
the last 20 to 30 years, however, the development and diffusion of bioscience and biotechnology
for fully legitimate reasons have created a situation in which what used to require national-level
programs is now within reach of non-state groups and, perhaps, even individuals.

Growing and Diffusing Capabilities

The biological sciences and biotechnology are pervasively “dual-use,” meaning not only that they
have both legitimate and illegitimate (i.e., harmful) applications, but also that the legitimate ap-

1. This discussion draws on Gerald Epstein, “Bug Off: Taking the Bioterrorism Threat Seriously;” Na-
tional Strategy Forum Review 17, issue 1 (Winter 2007): 10; and Michael Moodie, “New Options and New
Dynamics: Chemical and Biological Proliferation in 2020,” prepared for the project “Over the Horizon Pro-
liferation,” sponsored by the Naval Postgraduate School, October 2007.

2. Disease Control Priorities Project, Measuring the Global Burden of Disease and Risk Factors, 1990-
2001, table 3B.9, “Deaths by Cause, Sex, and Age in the World, 2001,” available at http://files.dcp2.org/pdf/
GBD/GBDO03.pdf, p. 174 (last accessed December 28, 2009).
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plications are ones that should be actively promoted, enhanced, and disseminated, and not just
tolerated. Societies around the world deserve access to safe, cheap, and nutritious food, clean
water, medical care, economic advancement, improved quality of life, and the other benefits that
biological science and biotechnology can help provide, notwithstanding the potential harm that
these capabilities can do if misused.

Practically every material, technology, or process necessary to produce and deploy biologi-
cal weapons can be found in nature or is available for completely legitimate purposes in the civil
economy and scientific sector. In the civilian world, this suite of capabilities would not normally
be present in the same institution, and both effort and specialized expertise are necessary to draw
on and integrate these elements for weapons purposes. But virtually no aspect of a biological
weapons or bioterror program is unique to a military or terrorist application.

The relevant science and technology are expanding in three dimensions. First, bioscience and
biotechnology are becoming ever more powerful as our knowledge about and ability to manipulate
living systems advance. The world is witnessing a life sciences revolution, driven by an explosion
of knowledge about life at the molecular level. What we know about life today is far greater than
what we knew even a decade ago, and what we know about life today is far less than what we will
know a decade hence.

A key dimension of this scientific and technological advance is the speed at which it is pro-
ceeding. Like science in general, the life sciences are moving at an incredibly rapid pace. Certain
branches of the life sciences are advancing even faster than indicated by Moore’s Law (which
describes the incredible pace of change in information technology).’ The important point for this
report is that in the face of such rapid change, it is difficult for legal, regulatory, or even ethical
systems to keep up.

Basic scientific discoveries, initially attainable only by select experts using customized, state-
of-the-art tools, are being translated at an increasing rate into “commodities,” or commercial
products that can be reproduced by any competent practitioner using widely available components
and materials. Many people, companies, and indeed governments believe the life sciences, and
biotechnology in particular, will be a key driver of their future economic growth, and their goal is
to transform cutting edge science into commercial products. One example of this “commoditiza-
tion” is the worldwide explosion of “gene foundries” whose goal is to provide made-to-order DNA
segments on request—for profit.*

This accelerating rate of change combines with the surprise inherent in scientific discovery
to generate phenomena that are unexpected and even unknowable. A 2006 National Academy of
Sciences study makes the point that “new and previously unanticipated paradigm shifts are very

3. “Moore’s Law” holds that the number of transistors on a microchip doubles approximately every
18 months. Robert Carlson has shown that equipment allowing individuals to read the sequence of a DNA
molecule (the biological molecule that carries an organism’s genetic code) or to synthesize DNA molecules
having an arbitrary sequence has been improving in capability even more rapidly than that, when measured
by the number of base pairs (DNA building blocks) that can be sequenced or synthesized by one person in
one day. Robert Carlson, “The Pace and Proliferation of Biological Technologies,” Biosecurity and Bioterror-
ism: Biodefense Strategy, Practice, and Science 1, no. 3 (2003): 1-3.

4. See, for example, Emily Singer, “DNA Factories,” Technology Review, April 4, 2007, and Rob Carlson,
“Global Distribution of Commercial DNA Foundries,” Synthesis, http://synthesis.cc/2005/07/global
-distribution-of-commercial-dna-foundries.html (last accessed December 28, 2009).
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likely to occur . . . ”® Given that history has shown that virtually all new science and technology is
explored for its potential use in the security arena, some of those surprising outcomes could well
come there. Moreover, innovations are likely to emerge from surprising quarters. Countries such
as India and China are particularly well placed to achieve breakthroughs, given their wealth of
scientific talent and the growing resources they are devoting to relevant research and development,
but innovations with potential security implications could come from virtually any country or
region of the world.

Another aspect of scientific and technological trends that will have a major impact on
the future proliferation environment is the convergence of various scientific fields. Dramatic
advances are made possible often as a result of their interaction. As analyst Alexander Kelle
notes, “many of the products flowing from the biotechnology revolution . . . are basically
chemical compounds”® The increasingly blurred lines between biology and chemistry are espe-
cially apparent in new processes for drug discovery using combinatorial chemistry and high-
throughput screening to generate significant numbers of new chemical compounds, some of
which may be highly toxic. Although those results would be rejected as new drug candidates,
information about these toxic substances is maintained in corporate or other databases. Were
those interested in doing harm able to access such information, they may be able to identify
new opportunities.

Equally, if not more important, is the convergence of biology and chemistry with other
scientific and technological disciplines, particularly information technology, materials science,
nanotechnology, and imaging and sensor technology. This convergence is creating new fields
such as “bioinformatics” and “bionanotechnology” These new areas of study are also combining
with other technology-related trends and patterns such as automation and miniaturization. In the
minds of some people, the result of this process of convergence is a transformation potentially “as
powerful as the industrial revolution.”” Most important for this assessment, the previously cited
National Academies report identified several major areas of advancing science and technology that
“share important features that are relevant to their potential to contribute to the future develop-

ment of biological weapons.”®

The second dimension in which the relevant science and technology are expanding is that these
capabilities are becoming more widely available as they diffuse throughout the world, in develop-
ing as well as developed countries. Biotechnology is knowledge-intensive, not capital intensive, and
provides an arena in which all countries can participate. And they are increasingly doing so. The
number of biotechnology enterprises around the world is exploding. Examples are almost endless:

» According to Ernst and Young, Asian biotechnology growth rates in 2005 outpaced those in all
other parts of the world, including North America.’

5. National Research Council/Institute of Medicine, Globalization, Biosecurity, and the Future of the Life
Sciences (Washington, D.C.: National Academies Press, 2006), p. 25.

6. Alexander Kelle, “The Changing Scientific and Technological Basis of the CBW Proliferation Prob-
lem,” Bradford Science and Technology Reports Number 7, University of Bradford, 2007, p. 7.

7. National Research Council/Institute of Medicine, Globalization, p. 195.

8. Ibid., pp. 139-213.

9. “Biotechnology Industry Growth in Asia-Pacific: Findings of a Study,” Nandini Chemical Journal 13,
no. 8 (May 6-31, 2006): 34.
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» In Brazil, the number of biotechnology companies increased from 76 in 1993 to 354 in 2001.
There are reported to be as many as 1,700 groups in the public, academic, and private sectors
working on biotechnology.'”

» South Korea is expected to have invested more than $4.7 billion in biotechnology between 2000
and 2007.

= India already has the twelfth-largest biotechnology sector in the world as measured by the
number of companies,'' and New Delhi’s Department of Biotechnology hopes to expand the
biotechnology sector fivefold in five years, creating ten new biotechnology parks by 2010."

What is emerging, then, is a more complex reality than the one captured by the distinction
between technology “haves” and “have-nots” or “developed” and “developing” countries. One term
that has been employed to identify those countries that should be of special concern is “innovative
developing countries” (IDCs)."* China and India are perhaps the most notable members of this
group, but several others, small and large, could also be included, such as Brazil, Argentina, Cuba,
South Africa, Singapore, and South Korea. Others should be expected to join them in the future.

The process of globalization has also spurred the emergence of nongovernmental entities
operating on a global basis. The impact of this growth and diversity is to increase the number of
channels within and among societies through which action can be taken and influence exerted.
More and more these increasingly empowered non-state actors are able to express their singular
interests through the tools and channels that globalization provides, allowing them to operate
beyond the control of any single government. The result is that actors who would otherwise be
relatively weak can have a disproportionate impact both positively and negatively. This is as true
with respect to the life sciences as any other arena.

It is not just the number of possible participants in the process of proliferation that has changed,
however, but also the nature of their interaction. Traditionally, proliferation of weapons of mass
destruction was seen largely as the product of a hierarchical top-down process that began with a
government’s commitment to seek a given capability. Today, the process is much more free form. In
particular, the emergence of networks of non-state entities is one of the key factors that have empow-
ered the wide array of players now active in the security landscape, and it has facilitated the flow and
exchange of not only critical materials and equipment, but also of the increasingly important element
of scientific and technological knowledge that now resides at the core of the proliferation process.

The third dimension of science and technology development is that bioscience and biotech-
nology are becoming ever more useful as they penetrate the marketplace in an increasing array of

10. Vania Resende, “The Biotechnology Market in Brazil,” STAT-USA Market Research Reports, ID
114487, March 12, 2003, http://win.biominas.org.br/biominas2008/images_up/documentos/Biotech%20
Market%20Brazil_Swiss%20Biotech%20Assoc.pdf (last accessed December 28, 2008).

11. Nandini K. Kumar, Uyen Quach, Halla Thorsteinsdottiir, Hemlatha Somsekhar, Abdallah S. Daar,
and Peter A. Singer, “Indian Biotechnology—Rapidly Evolving and Industry Led,” in supplement, Nature
Biotechnology 22 (December 2004): DC31. See also, Parveen Arora, “Healthcare Biotechnology Firms in In-
dia: Evolution, Structure and Growth,” Current Science 89, no. 3 (August 2005): 458-463.

12. David Kang and Adam Segal, “The Siren Song of Techno-nationalism,” Far Eastern Economic Review,
March 2006, http://www.feer.com/articles1/2006/0603/free/p005.html (last accessed December 28, 2009).

13. Halla Thorsteinstdottir, Uyen Quach, Douglas K. Martin, Abdallah S. Daar, and Peter A. Singer,
“Introduction: Promoting Global Health through Biotechnology,” in supplement, Nature Biotechnology 22
(December 2004): DC3.
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applications, including not only in the health, medicine, and agricultural sectors but also in sectors
such as materials and energy. Biologically based processes are increasingly being used not only to
manufacture pharmaceuticals, the objective of the first major biotechnology firms, but also an in-
creasing number of products in sectors that traditionally have had little to do with the life sciences.
Thus the pool of expertise, equipment, and supplies that might facilitate the malicious use of biol-
ogy is becoming richer, more extensive, and more familiar to those who might have that objective.

Increased Motivation...

Concern about terrorist use of chemical and biological weapons significantly intensified following
the sarin gas attack in the Tokyo subway by the Aum Shinrikyo in March 1995. In the investiga-
tions that followed the attack, Aum’ efforts to use biological weapons also came to light. On mul-
tiple occasions, the cult tried to disseminate anthrax, attacking Japanese targets as well as against
U.S. military facilities in Japan. None of the attacks, however, were successful because the strain
they used was a harmless variety.

The September 11 attacks demonstrated the willingness of terrorist groups to commit mass
destruction. Previously, terrorism scholars had generally argued that terrorists were ultimately in
pursuit of political objectives and that they would not be particularly interested in catastrophic
attacks that might alienate otherwise sympathetic constituencies whose support the terrorists
need to accomplish their goals. One lesson from the September 11 attacks, therefore, seems to be
that if such a limiting threshold of destruction exists, it is much higher than had been previously
thought—particularly when recalling that the goal of that attack may have been to kill everyone in
one or both World Trade Center towers, totaling not 2,700 individuals but up to 100,000.

In this context, revelations that al Qaeda has been, and continues to be, interested in biologi-
cal weapons are particularly troubling. Osama bin Laden and his colleagues have provided an
elaborate justification for use of weapons of mass destruction, including biological weapons, and
evidence discovered in Afghanistan suggest that they have done more than express interest in
these capabilities.

But Uncertain Capabilities

Since Aum Shinrikyos 1995 attack, the question of whether terrorists could develop biological
weapons has been the subject of intense debate. Some experts contend that terrorists are both
unwilling and unable to exploit the life sciences.!* Other commentators directly disagree or at least
are not so sure. Stanford University’s David Relman argues, for example, that today, “anyone with
a high school education can use widely available protocols and prepackaged kits to modify the
sequence of genes or replace genes within a microorganism; one can also purchase small, dispos-
able, self-contained bioreactors for propagating viruses and microorganisms.” Relman’s conclu-
sions are that the full potential of past programs was never unleashed and that biological weapon

14. Milton Leitenberg of the University of Maryland, for example, argues with respect to biological
weapons that “advanced genetic engineering capabilities are not likely to become available to real world
terrorist groups in the near future. Judgments based on the prevalence of genetic engineering competence
in the general academic molecular research community are still not useful guides to terrorist capabilities.”
Milton Leitenberg, Assessing the Biological Weapons and Bioterrorism Threat (Carlisle Barracks, Pa.: Strategic
Studies Institute, U.S. Army War College, 2005), p. 64.
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use by small groups historically was relatively unsophisticated and “far from representative of what

moderately well informed groups might do today.”!?

Moreover, even if terrorists cannot exploit the most cutting-edge scientific and technological
capabilities, it does not mean they are impotent. Terrorists do not need the most advanced capabil-
ities. They do not demand the same operational performance from their technology that militaries
require.'® Their science and technology has to be just “good enough.”

Finally, as today’s state-of-the-art laboratory advances become tomorrow’s commodities,
terrorists need not operate at the scientific frontier to make use of the ever-increasing power of
scientific advance.

Little Empirical Basis for Threat Assessment

Disagreement over terrorists’ capabilities is only one issue that makes it difficult to develop a
widely shared assessment of current biological threats. Little historical evidence exists on which

to base threat assessments for today and the future. The existence of large-scale national biological
weapons programs did not ordain large-scale use, and except for a very few isolated and (in terms
of human casualties) small-scale events, neither have terrorist groups yet exploited this technology
on a significant scale to do harm.

Those who base future threats on projections of past experience, therefore, find little reason
for serious concern. An alternative view, however, holds that the future need not resemble the past,
particularly in light of significant and profound changes that continue to occur not only in the sci-
entific and technological landscape but in the commercial environment, political situations, social
networks, and conflict dynamics around the world.'” Neither side can prove that its assessment is
correct, and there is room for considerable diversity of opinion regarding the nature and extent of
the “true” biological threat.

In the end, it is impossible to know today’s true biological threat, much less tomorrow’s. As a
consequence, wide disparities remain in biological threat reduction policies, practices, and priori-
ties among various actors. Attention and investment across the globe devoted to biological threat
reduction and efforts to respond to deliberate attacks remain a patchwork of fragmented, discon-
nected, and unharmonized approaches.

15. David A. Relman, M.D., “Bioterrorism—Preparing to Fight the Next War,” New England Journal of
Medicine 354, no. 2 (January 2006): 113.

16. For more, see Gary A. Ackerman and Kevin S. Moran, “Bioterrorism and Threat Assessment,” Paper
No. 22 of the Weapons of Mass Destruction Commission (The Blix Commission), November 2004, http://
www.wmdcommission.org, p. 3 (last accessed December 28, 2009).

17. A recent high-level U.S. commission placed great emphasis on the biological threat in concluding
that “unless the world community acts decisively and with great urgency, it is more likely than not that a
weapon of mass destruction will be used in a terrorist attack somewhere in the world by the end of 2013
The commission went on to say that “terrorists are more likely to be able to obtain and use a biological
weapon than a nuclear weapon.” Although the analytical basis for this judgment was not presented, the com-
mission explained that “the difficulty of quantifying the bioterrorism threat to the United States does not
make that threat any less real or compelling” Commission on the Prevention of WMD Proliferation and
Terrorism, World at Risk (New York: Vintage Books, 2008), p. xv and p. 11.
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Figure 1. A Spectrum of Biological Risks
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A More Complex Risk Spectrum

Over the last decade and spurred by such problems as HIV/AIDS, SARS, and the potential for an
influenza pandemic, increased concern about other biological risks has accompanied the growing
attention to biological weapons. Biological weapons proliferation by states and terrorists, therefore, is
only one element of what has come to be appreciated as a spectrum of biological risks (see figure 1).

At one end of this risk spectrum stand naturally occurring developments such as chronic
disease and emerging or reemerging infectious diseases. The spectrum then runs through human-
induced developments, including accident or misadventure (the unintended consequences of oth-
erwise benign activities), to the other end (italicized in figure 1) at which stands deliberate misuse,
whether for political power, ideology, or greed.

The two elements of this risk spectrum that have received the greatest attention from the
policy community in recent years—particularly in the United States—are naturally occurring
infectious diseases and deliberate misuse. Over the past several years, the relative emphasis given
to these two issues has undergone a distinct change. Following 9/11, bioterrorism was the over-
whelming focus. The argument was made that if effective bioterrorism preparations could be
developed, they would also have utility in dealing with naturally occurring disease outbreaks. In
the last two years, the priority given to these two elements has been reversed. Today, more atten-
tion seems to be given to infectious disease, particularly the risk of pandemic influenza; deliberate
misuse in such forms as bioterrorism has become the “lesser included case” And just as attention
to the risk of global pandemic from a mutated form of avian influenza (H5N1) had begun to wane,
an actual flu pandemic caused by a variant of swine flu (HIN1) reinforced the attention given to
natural disease. There is no question that these issues are often considered together because many
of the requirements for dealing with either contingency are the same. Even prior to the HINI flu
pandemic, however, a cursory view of the media over the last year demonstrates that more stories
have focused on flu than bioterrorism.

This shifting priority is not just an interesting intellectual point. It has repercussions for policy
priorities and the allocation of limited resources, particularly the balance of investment in efforts
to address infectious disease and those that are directed toward bioterrorism and biodefense con-
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cerns. Moreover, the relative priority given to each of these components could be an issue of some
disagreement between the United States and those in the international community with whom it
wants and needs to work in combating proliferation.

An Inherently International Challenge

With respect to biological threats, all nations’ fates are intertwined. The SARS outbreak of 2002
and 2003 and the HIN1 influenza pandemic of 2009 dramatically illustrate the speed with which a
local disease outbreak can become a global one—and how the trade and travel disruptions com-
pound the effects on national economies of an outbreak’s health and medical consequences. With
respect to deliberate biological attack, a national biological weapons program will have dramatic
strategic and geopolitical repercussions, not only within the proliferator’s region but globally.
Terrorist groups based in one country can acquire resources, facilities, or sanctuary in another to
conduct an attack on a third. Moreover, harm from a successful bioterrorism attack anywhere in
the world might extend widely. In addition, infected travelers or contaminated goods carry disease
with them across national borders, perhaps remaining infectious and continuing to spread the
disease.

The biological threat, therefore, is inherently an international one. No matter how unlikely
a country may think it is to be attacked directly, it can suffer the consequences of an attack even
if directed at someone else. And if a state fails to take biosecurity measures that impede national
proliferation programs or terrorist groups from using its territory or its resources to commit
biological attacks on others, the nations directly or indirectly affected may hold that state account-
able. Therefore, all countries have a stake in biological risk management and threat reduction.
At the same time, given the globalized nature of science and technology and the ease with which
money, goods, people, and information can cross borders, any effective means of dealing with this
problem must be international in scope. Although there are actions that individual states can take
unilaterally to reduce the risks they face—such as procurement of medical countermeasures for
their own populations—no nation can solve this problem on its own. Some form of international
coordination is essential.

2. Disparate Communities and Stakeholders:
Perceptions and Roles

An intentionally caused outbreak of disease overlaps with many more traditional problems that
existing professional communities already face, but it equates to none of them. The deliberate use
of biology for harm, therefore, is characterized by wide disparities in the way in which different
professional communities view the problem.

Figure 2 illustrates the issue, albeit on a somewhat simplified basis. The biohazard symbol at
the center represents a bioterrorist or biological warfare attack—the deliberate misuse of science
and technology, often in the form of the introduction of disease to do harm. Each of the “petals”
represents a professional community or communities whose expertise and responsibility bear on
the prevention of or the response to such an attack. One of the “petals,” for example, represents
the public health and medical communities, which must respond to deliberately caused disease
outbreaks just as they would have to react to other disease outbreaks. Some of the traditional pro-
cedures that these communities would apply to natural outbreaks of outbreaks—such as disease

HEYMAN, EPSTEIN, AND MOODIE | 9



Figure 2. Facets of Biological Risk and Relevant Professional Communities
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surveillance, prioritization of which patients to treat first, delivery of health care, and implementa-
tion of infection control procedures to mitigate transmission of a contagious disease—may still
apply in the case of deliberate threats. However, many of their other tools—such as contact tracing
to determine how and where an epidemic originated and traditional methods of estimating the
population at risk—may be completely inappropriate for a disease that was deliberately spread by
a mechanism (i.e., intentional aerosol production) completely different from natural propagation
mechanisms.

In the same way, an intentional disease outbreak may be an act of terrorism, thus engaging
the law enforcement or counterterrorism communities. Most of the effort of these communities,
however, addresses crimes or terrorism activities that do not involve pathogenic biological organ-
isms. In the wake of a bioterrorism incident, the involvement of communities with experience in
investigating crimes and apprehending or neutralizing perpetrators may be necessary to prevent
repeat attacks. Yet these communities typically deal with incidents that occur at definite times
and places, using practices and procedures that may not apply to a biological attack that manifests
throughout one or more extended geographic areas, and that reveals itself gradually over time.
Unlike a bombing, the early stages of a bioterrorist attack may be difficult to notice at all, let alone
distinguish from a natural disease outbreak.

Furthermore, some tools that law enforcement and counterterrorism officials might consider
important during a biological event may conflict directly with requirements of other communities.
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For example, public health officials may wish to maximize the dissemination of information about
an incident in order to alert other health care workers and the public, and to solicit additional in-
formation relevant in reconstructing the incident and identifying who else may require treatment.
In contrast, the law enforcement community may seek to withhold information about the case in
order to minimize the chance of tipping oft the culprit, and to avoid teaching him or her how to
do a better job of covering his or her tracks. Similarly, law enforcement may place high priority on
preserving the crime scene and securing evidence for a subsequent trial, which may conflict with
the needs of health care workers who might have to destroy evidence in order to save lives.

The figure includes other communities with a role in responding to or preventing a bioter-
rorist attack. As with the health care and law enforcement communities, these actors also have
“day jobs” or traditional missions quite distinct from bioterrorism. For example, a deliberate,
high-consequence biological attack can constitute a disaster requiring the engagement of the
disaster management community, a community more typically involved with the consequences of
earthquakes, fires, hurricanes, or floods. If perpetrated by a nation-state or international terrorist
group, a bioterrorist or biological weapons event might also constitute an act of war, and it would
certainly engage the military, national defense, and intelligence communities, and other parts of
the national security apparatus. These communities, however, at least at present are more familiar
with conventional than biological weaponry, and they seem to give priority to nuclear issues over
biological ones in the realm of unconventional threats.

If an unusual or novel organism were involved, as the SARS experience highlighted, the
ensuing investigation would require the input of scientific researchers with appropriate expertise.
Even in the case of better-understood pathogens, scientific research is required to develop medi-
cal countermeasures: the therapeutics, diagnostics, prophylactics, and vaccines needed to detect,
prevent, or treat disease. However, prior to 1996, little attention was given to the possibility that
pathogens used in research laboratories might be intentionally diverted to bioterror or bioweapons
programs, or that those working in an ostensibly legitimate laboratory might actually be conduct-
ing or supporting malicious activity.'® Since then, the research community has had to evaluate
how it might need to do things differently in response to security concerns.!” Similarly, commer-
cial firms with access to dangerous pathogens have both a role in developing and manufacturing
medical countermeasures and a responsibility to help ensure that they are not the source of the
problem they are working to solve.

As mentioned, figure 1 is a simplified rendition that underlines the issue of different per-
spectives of multiple stakeholders. It could certainly be made more elaborate and complex.
Some “petals,” for example, could be sub-divided, such as giving the public health and medical
communities their individual place in recognition of the unique features of these respective

18. The Antiterrorism and Effective Death Penalty Act of 1996 (Public Law 104-132) for the first time
instituted security controls over the transport of certain dangerous pathogens used in research laboratories;
this law required that only preapproved facilities could ship or receive them. Following the September 11
terrorist attacks, this regulatory structure was extended by the USA Patriot Act (Public Law 107-56) and
the Public Health Security and Bioterrorism Preparedness and Response Act of 2002 (Public Law 107-188),
which regulated possession of certain biological organisms in addition to their transport and which requires
those working with such organisms to be approved for that purpose by the U.S. government.

19. Committee on Research Standards and Practices to Prevent the Destructive Applications of Bio-
technology, National Research Council, Biotechnology Research in an Age of Terrorism (Washington, D.C.:
National Academy Press, 2004).
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communities. Similarly, more “petals” or professional communities/“stakeholders” could be
added whose participation would also be essential in responding to a biological incident, or to
prevent future ones.

Figure 1 is sufficient, however, to underline two major characteristics shared by all the profes-
sional communities that must be involved in managing biological risks:

= Each community has a mission that goes well beyond dealing with infectious disease out-
breaks, particularly those that may be deliberately induced. Each community has a “day job” to
which it typically must devote the bulk of its attention and effort.

» In addressing biological risks, each community must work with others it traditionally has little
experience working with.

Many communities must respond to aspects of this problem, but none can treat it as one that
falls solely within its experience base, competence, or jurisdiction. Each community contributes
only part of the response. This reality complicates the ability of the international community to
elaborate and put into place an appropriate governance structure for risk management and threat
reduction. In moving forward toward such a governance “regime,” it imposes on each of the com-
munities two vital, yet perhaps unfamiliar requirements:

» Each community must decide which of its traditional approaches to preventing or mitigating
risk applies to biological risk (including deliberate biological attack), which are less relevant or
actually counterproductive, and which new approaches may be necessary.

» Each community responding to or seeking to prevent such incidents must understand the
missions, cultures, assumptions, priorities, values, and constraints of other relevant communi-
ties to assure that all of them can do their own jobs without preventing each other from doing
theirs.

Preventing or responding to a biological incident, therefore, requires that each professional
community determine how these obligations relate to and can be integrated into its traditional
responsibilities. Each community must also learn about the role each of the other communities
plays, and each must develop some means of working together with other relevant communities so
all can pursue their responsibilities without interfering with each other.

3. Critical Components of a Biological Risk
Management and Governance Structure

The characteristics of biological risk, as well as the complex relationships among the multiple
players involved, demand that three different dimensions be addressed by any governance regime
to manage biological risks and reduce deliberate biological threats. It must be comprehensive, with
measures spanning the complete timeline of a biological incident, from its origin to its conse-
quences; it must be interdisciplinary, encompassing a diverse range of professional communities;
and it must be international across countries, addressing both governmental and nongovernmen-
tal entities and activities.
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Comprehensive

Unlike nuclear weapons, which require special materials (highly enriched uranium or plutonium)
that do not exist in nature, that can only be produced at great expense and effort, and that have

a very limited set of civilian applications, there is no single chokepoint at which biological risk
can be controlled. Many diseases have been controlled, at least in developed countries, and some
have been eliminated. Yet all countries suffer from disease, and those with poor public health and
medical infrastructures and severe resource constraints suffer disproportionately. Even highly
developed countries cannot eliminate outbreaks of chronic, emerging, and reemerging disease.
With respect to deliberate disease threats, there are legitimate civilian or scientific applications for
virtually any organism, material, piece of equipment, or skill set that would be needed to produce
a biological weapon, just as there are multiple pathways to accomplish the technical steps that a
weaponeer would need to master. It would be impossible, let alone undesirable, to control access
to biotechnology so effectively as to eliminate the risk of its misuse.

The absence of singular, high-leverage opportunities to prevent disease or impede the develop-
ment, use, or efficacy of biological weapons and bioterrorism means that no single policy measure
or individual community can make decisive progress against today’s broad and uncertain biologi-
cal threat. Instead, a concerted and coordinated web of actions must be developed to minimize the
likelihood and the consequences of natural disease outbreaks, and to counter terrorist and nation-
al activities to develop, acquire, produce, deploy, and benefit from biological weapons and bioter-
ror. A comprehensive constellation of measures, each of which may be only partially effective, can
aggregate to form a system that is more effective than any of its constituent parts.

Figure 3 characterizes the full-spectrum of potential policy measures to manage biological
risk. The first two categories apply specifically to countering the planning and execution of a bio-
logical attack: dissuading malicious actors from seeking biological weapons, and denying them—to
the extent possible—the knowledge, materials, knowledge, equipment, and expertise they need
to succeed. Given the inherent dual-use potential of the technology, however, denial measures
may be difficult to implement without unduly impeding legitimate activity. The third and fourth
categories apply both to deliberate and natural outbreaks: detecting covert weapons programs
before they can proceed to execution, as well as detecting the presence of pathogenic organisms, or
the incidence of disease, at the earliest possible time; and defending society against the harm that
a disease outbreak can cause. This task encompasses a wide range of measures including develop-
ment and distribution of vaccination and prophylactic medication, application of post-exposure
therapeutics, environmental remediation and restoration to prevent long-term contamination, and
promotion of societal resilience. This “Four D’s” framework opens up the possibility that policy
measures applied at one point of the timeline of a biological incident can make biorisk manage-
ment policies applied at other points more effective. For instance, the registration or declaration
of some types of equipment might facilitate the discovery and identification of an illicit weapons
effort even if it did nothing to impede the acquisition of that equipment.

Interdisciplinary

Biological risk management policies should also be designed to bridge the diverse set of profes-
sional communities that have a role in biological threat reduction and biosecurity risk manage-
ment. Interdisciplinary issues are most salient for countering deliberate biological threats, since
most of the professional communities that now find themselves engaged in preventing, mitigating,
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Figure 3. Potential Policy Measures to Manage Biological Risk

Implement a Four D's Framework

Biological
» Dissuade malicious actors from Threat
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can cause via effective consequence
management and attribution

countering, or responding to deliberate biological threats have only recently been recognized as
having a role in this problem. Twenty or thirty years ago, only nations were considered to pose
biological threats to each other, and the only communities that saw themselves as having a role

in dealing with this threat were militaries (which needed defenses against biological weapons

that might be encountered on overseas battlefields) and diplomats (who engaged in negotiations
related to the Biological Weapons Convention [BWC], the international treaty banning the devel-
opment, production, or stockpiling of biological weapons). Non-state groups were not thought to
pose a significant threat, and little attention was given to the potential use of biological weapons
against civilian populations within a country’s borders. Today, with more attention given to the
possibility of non-state attackers and the use of biological weapons within U.S. communities, many
more professional communities find themselves on the front lines, and potential conflicts in goals
have cropped up: The public health and medical communities, for example, are concerned that
measures to counter deliberate biological threats not interfere with combating natural disease
outbreaks, particularly when, as is the case with an influenza pandemic, such outbreaks can pro-
duce consequences equal to if not well beyond those of a biological weapons attack. The scientific
community will resist measures to counter terrorism that unduly impede the performance of fun-
damental and applied research. The law enforcement and counterterrorism communities will be
leery of mechanisms to interdict bioterrorists that have the effect of making it harder to find and
capture the (so far) more probable terrorists armed with conventional guns or bombs.

Although deliberate threats pose the greatest cross-sectoral challenges, managing the risk
of natural and accidental biological incidents also requires interdisciplinary engagement. Pub-
lic safety officials and disaster managers will be involved in responding to major epidemics. The
scientific research and industrial communities must ensure that they manage dangerous pathogens
responsibly; and military health care systems are best able to keep deployed forces free of disease
if they are closely engaged with host nation medical and public health authorities. Providing a
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framework in which all of these diverse communities can come together to address biological
threats, and to see how effectively their respective roles complement—or interfere with—each
other, is both challenging and necessary. No such mechanism exists today. Without understanding
each community’s objectives, limitations, and constraints, members of professional communities
cannot build the needed partnerships and relationships. Nor can they develop the cross-fertilizing
activities that will also be essential to maximize the effectiveness of each community’s actions
against the biological threat.

International

Just as biological risks are global in nature, so too must be biological risk management. Disease
outbreaks anywhere in the world, including deliberate ones, can have widespread consequences.
Moreover, in this globalized technical and threat environment, many if not most policy actions to
counter biological threats must be undertaken multilaterally if they are to be effective.

This is not to say that all national biological risk management policies must be coordinated
internationally. Although all countries are made somewhat more secure when any country pro-
cures therapeutics or vaccines, since that procurement increases the chances that an outbreak in
that country will be contained, a country can benefit from an investment in medical countermea-
sures even if no other country follows suit. On the other hand, policies such as placing laboratory
pathogens under greater security can be frustrated to the extent that pathogen sources elsewhere
in the world remain unsecured. But even when (or especially when) international coordination is
clearly desirable, an important role exists for national leadership and unilateral action in setting an
example and encouraging other nations to follow suit.

The need for coordination or harmonization extends beyond national governments. Policies
and actions of nongovernmental entities and professional communities must also be incorporated
into an integrated, coherent strategic approach. Both informal coordinating mechanisms as well
as formal diplomatic agreements will be required. Indeed, while the Biological Weapons Conven-
tion process provides an international forum in which diplomats have held useful discussions
relevant to several aspects of this problem, a much richer suite of interactions among a more
diverse array of actors, both governmental and nongovernmental, and both ad hoc and sustained,
will be necessary.

Implications for Governance

Currently, no integrated governance structure exists for biological risk management that is at once
comprehensive, international, and multisectoral. Intersectoral and international linkage mecha-
nisms are weak and uncoordinated, and no effective way exists to take advantage of potential syn-
ergies between different layers of biological risk management and threat reduction (different “D’s”;
see figure 2). Moreover, relatively few mechanisms exist to highlight and resolve tensions that may
arise between biological risk management and other missions.

At the same time, centralized, hierarchical, top-down institutions—whether a traditional
intergovernmental institution, an executive secretariat for a treaty or convention, or a multilateral
organization—suffer from the same shortcomings in the face of the complex and multifaceted
challenge presented by contemporary biological risk management. Not one has the scope of
competence, the depth of legitimacy, or the range of authority to oversee or coordinate the full
breadth of biological risk management activities. Current institutional mechanisms are poorly
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suited to address complex global issues that require multidisciplinary, multi-actor, and transnational
solutions. They are particularly weak at responding to risks that emerge suddenly and evolve rapidly,
especially in response to scientific and technological developments. Perhaps most important, they
are woefully inadequate and inexperienced in fostering the necessary relationships with nongovern-
mental actors, who are now as important as governments are in managing the risk and addressing
the threat. This problem is too complex, with too many independent decisionmakers and lines of
authority, too many relevant policy choices, too many coupled issues, too many diverse viewpoints,
and too many country- or community-specific details for any existing institution to provide the so-
lution or to manage a successful governance regime. Indeed, as has been pointed out, a centralized,
hierarchical authority is probably not even appropriate: “The problem is no longer to ensure. ..
control over a large and complex centralized system, but rather to determine how much governance
is needed for a decentralized, distributed system and how we can accomplish this goal

Former United Nations secretary general Kofi Annan called for a “forum” that will bring to-
gether all of the key stakeholders to address the needs of biosecurity risk management and biologi-
cal threat reduction. As worthwhile as such an effort would be, it is probably premature. All of the
key players have yet to sort out their respective roles, and there is still little experience of working
together. The “connective tissue” has yet to be created. Such a forum also represents an institu-
tionalized response to a problem that is distributed and decentralized without a corresponding
decentralized response mechanism on which it can rely.

For the moment, therefore, what is needed is a governance structure based on a network of
communities—a bottom-up, decentralized, adaptive, and interactive process that provides the in-
formation and communications mechanisms for focusing attention on managing biological risks,
promoting interaction among the many moving parts that are involved in pursuing it, and facili-
tating assessment and adaptation among each component of this complex system.

4. The Global Forum on Biorisks

The intent of the CSIS-initiated Global Forum on Biorisks is to create a governance structure that
will produce the information and the incentives needed to promote decentralized actions and
yield socially beneficial outcomes. Its goal is to facilitate interaction and engagement among indi-
viduals and institutions involved with all aspects of biological risk management—across the “D’s,”
across professional communities, and across countries. These crosscutting approaches, of course,
are not completely independent. Professional communities span national borders and have their
own relationships with national governments, and working through these communities provides
additional ways of reaching out internationally, complementing more traditional government-to-
government engagement.

The assumption underlying the Global Forum on Biorisks is that governance is possible
without a central decisionmaker. This is certainly true in the case of market economies, in which
the decentralized activities of independent entities acting in their own self-interest serve to al-
locate resources and orchestrate the production of goods and services. Markets work because they

20. Francis Fukuyama and Caroline S. Wagner, Information and Biological Revolutions: Global Gover-
nance Challenges—Summary of a Study Group (Santa Monica, Calif.: RAND Corporation, Science and Tech-
nology Institute, 2000), p. ix.
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Figure 4. Members of the CSIS Biological Threat Reduction Consortium

provide two necessary factors: information in the form of price signals, which tell producers and
consumers which products are in demand and which are in surplus, and incentives in the form of
profits available to those who fill needs. Although markets, left to themselves, cannot be assumed
to produce socially optimal results, given the many values and objectives that cannot be strictly
translated into economic terms, price signals and profit incentives nevertheless do serve to inform
and motivate individual actions in ways that serve collective interests.

This approach of engaging and linking professional communities around the world was
validated by the CSIS Biological Threat Reduction (BTR) Consortium, a group that was created in
an earlier stage of the project to bring together representatives with diverse perspectives, national
backgrounds, and professional responsibilities. Members of the BTR Consortium are listed in fig-
ure 4 along with their institutional affiliations at the time they met. The consortium also benefited
from strong liaison relationships with the World Health Organization and Interpol, the two prin-
cipal international organizations associated with public health and law enforcement respectively.
The consortium also worked with the World Federation of Public Health Associations.

Global Forum on Biorisks Web Portal

What makes the Global Forum on Biorisks necessary is the dispersed, decentralized nature of the
many individuals, institutions, professional communities, and governments, and other entities
who all have a role in managing biological risk and who must all engage and interact with each
other to do so. What makes the Global Forum on Biorisks possible are new information, com-
munication, and engagement tools that constitute a vital and heretofore missing component of an
effective biorisk management architecture. The Global Forum on Biorisks has developed a Web
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portal at http://virtualbiosecuritycenter.org/gfbr/ to serve as an ongoing, accessible, and interactive
means of facilitating engagement among all parties involved. The portal will promote knowledge
sharing, collaboration, and transparency among practitioners worldwide.?'

Membership

Participants in the Web portal must apply to join, and they must register under their real names
and provide some information about themselves. It is important that other participants know with
whom they are interacting. At the same time, the forum sets a relatively low bar for admission

in order to elicit widespread participation and engage as diverse a set of participants as possible.
As the portal evolves, this “bar” can be raised or lowered to trade off diversity and access against
familiarity and trust. Discussions within the Web portal are on a not-for-attribution basis and may
not be cited outside the Web portal with out the permission of all participants. All portal members
must feel comfortable sharing ideas with others without having to worry about how they might
appear if publicized.

The Web portal is organized around professional communities, with the initial set including

= Public health

» Medicine and healthcare

» Law enforcement

» Academic and scientific research

» Veterinary medicine and agriculture

= Emergency response and management
» Diplomacy and international relations
» Industry and private sector

» Policy research and analysis

= Civic engagement

» National security

Each participant must select a “home” professional community, but is encouraged to select others
as well to maximize cross-community interaction.

Functionality

The Web portal’s key features—some of which are in place now, some of which are under develop-
ment, and some of which are future opportunities—include

21. After having been initially developed and produced by CSIS, the Global Forum on Biorisks Web
portal has been incorporated within the Virtual Biosecurity Center (VBC), an international partnership
among key individuals, entities, and organizations with a role in biosecurity (i.e,. the prevention and mitiga-
tion of, preparation for, and response to biological threats, particularly ones of deliberate origin) that is be-
ing developed and operated by the Federation of American Scientists. The VBC will be an integrated central
information hub for biosecurity and public health preparedness that will bring current developments in on-
line Web technologies to the way the biosecurity community communicates and disseminates information.
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» Collaborative document development, such as position papers and policy proposals

» Calendars of biorisk management-related events around the world, searchable by professional
community and region

»  Discussion forums within and between professional communities

»  “Wiki”-like articles relevant to biorisks and their management that will be developed and
maintained by all of the Web community’s participants. No Web site run centrally by any one
organization can have the breadth or the currency of one for which all participants take collec-
tive responsibility.

» Flexible permissioning that will enable participants to determine with whom they want to
share works in progress. Some collaborative activities will be open to all to promote the wid-
est possible engagement; others may be restricted to specific individuals who want to work out
ideas privately before sharing them with others.

» Text, voice, and multimedia communication capabilities to enable participants to interact in
real time

» Social networking capabilities that can introduce participants to information they may find
useful and to other participants with whom they share interests.

These tools will facilitate functions such as

= Raising biorisk management policies for consideration by members of professional communi-
ties either in one region or with counterparts in different regions or countries;

» Providing a mechanism for members of different professional communities to understand oth-
ers’ objectives and constraints as a way of identifying “win-win” relationships;

» Constituting an idea generator, posing and exploring answers to critical questions identified by
community members as the most crucial;

» Raising tough issues for each community and promoting new approaches appropriate to the
emerging and unfamiliar environment biological risks that must now be addressed; and

» Creating and reinforcing a sense of community among biorisk management professionals.

The goal, then, is a collaborative, community-driven platform in which experts from around
the world engage and interact to share information, develop collaborative projects, and build
partnerships. The need for such capabilities has been reinforced at many international conferences
and symposia, including ones that predated the actual implementation of the Web portal as well as
those in which an early version of the portal was demonstrated and participants enrolled.

Assessment

In addition to serving as a vital tool for communities’ awareness, engagement, and relationships,
the portal will serve as a powerful diagnostic measure of intra-community and inter-community
engagement. A virtual online community is well adapted to assess how its members utilize the
Web site’s functionality; indeed, such evaluations are necessary for the Web site to optimize its
own presentation and performance. In this case, the portal will provide data regarding usage and
interaction that can be used not only to improve the Web site’s operation but also to evaluate how
effectively cross-community and inter-regional or international interactions are being undertaken.
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Engagement for Biorisk Management

Some specific proposals to manage or reduce biological risks are presented below, categorized by
the “D” that each proposal would support. The ability to refine and implement any of them would
benefit from dialogue, engagement, cooperation, and collaboration among parties. The examples
chosen here are presented for illustrative purposes only; these discussions do not necessarily con-
stitute recommendations for implementation, nor does mention here imply that these particular
measures should be given highest priority.

Dissuasion

Biological Weapons Convention (BWC) process. With its history of review conferences, the
Ad Hoc Group’s negotiations, and the more recent intersessional activities, the BWC provides
a forum primarily for diplomatic representatives of states party to the treaty. The intersessional
work programs have been noteworthy, however, for involving a broad range of diplomatic and
nondiplomatic government officials, and especially for their inclusion of nongovernmental
representatives.

Government-to-government and law enforcement-to-law enforcement discussions on crim-
inalization of biological weapons activities. In addition to the general obligation imposed on
member states by UN Security Council Resolution 1540 to criminalize proliferation-related ac-
tivity, specific efforts to criminalize behavior prohibited by the Biological Weapons Convention
are also important, especially for governments and law enforcement officials. Such action both
strengthens the norm against use (“Dissuade”) and, by increasing the investigatory powers of
law enforcement, improves the ability to detect covert programs (“Detect”). Having BWC states
parties implement the obligation expressly stated in the treaty to pass such domestic legislation
is a critical first step.

Scientific community discussions on codes of conduct. Governments have some role in
facilitating discussions among scientists regarding adoption by their respective peer groups of
some kind of code of content. The primary actors here, however, are the scientific communities
themselves, which are extensively connected internationally.

Scientific engagement programs with former biological weapons program scientists. This
is another area where scientist-to-scientist interactions should predominate, but government
involvement is necessary both in terms of providing financial support (from the donor coun-
tries) and providing access to government laboratories and scientists (from countries whose
scientists are the beneficiaries of these programs).

Denial

Controlling exports of pathogens and dual-use biological and biotechnological equipment.
Developing and administering export controls is the province of government. Participation
from the scientific and industrial communities worldwide, however, will also be necessary to
assure both that these controls are effective at impeding proliferation and terrorist activity and
that they do not unduly penalize legitimate commercial and scientific activity. Controls can

be imposed unilaterally, but they are more effective and engender greater respect among those
who are subject to them if countries around the world adopt equivalent measures.
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Restricting access to pathogens. Given the ease with which pathogens can be transported,
measures to secure pathogens in some countries may do little to impede terrorist access to
them unless similar measures are enacted worldwide. This can be done by harmonizing ver-
sions of “select agent” rules; by harmonizing biosecurity standards at laboratories worldwide;
by criminalizing inappropriate possession of agent, or through export controls. Involved in
these discussions would be government officials, scientists, lawyers, and industry personnel.

Restricting access to information. Decisions by government officials to restrict public dis-
semination of information thought to be useful to proliferators and terrorists are usually made
unilaterally. Like export controls, however, the efficacy of any such action depends on whether
other countries with equivalent information follow suit. Any such decision, however, would
have to weigh the benefits of limiting the dissemination of information to those who might
misuse it against the costs to scientific research, medicine, and other fully legitimate activities
that could benefit from that same information.

Biosafety training. As more high-containment biological laboratories are built in which
dangerous pathogens are studied, those working in or having access to such facilities must be
trained in how to keep themselves, their coworkers, and their surrounding communities safe
from accidental exposures to infectious organisms.

Detection

Improving epidemiological surveillance. Improving global epidemiological surveillance will
require extended dialogue among the global public health community, national governments,
and others around the world.

Improving environmental detection. Improving environmental detectors for pathogenic
organisms involves the above parties with the addition of the scientific community and certain
vendors. International participation may be desirable, since many countries around the world
have R&D budgets that could contribute to the development of environmental sensors. Best
practices regarding detection will also be a valuable topic of discussion, as experience is gained
with these systems.

Intelligence cooperation. Although intelligence cooperation certainly takes place among
governments, its occurrence is uneven because sharing is more extensive among some countries
than others. This is always likely to be the case, but some thought should be given to whether
and how some intelligence can be more widely disseminated. Another interesting topic is how
effectively intelligence communities can engage with other professional communities to detect
illicit activity. After all, professionals in these other communities, all of whom have an interest in
preventing the misuse of the life sciences, will already be in more places than intelligence agen-
cies would typically be able to obtain sources. Moreover, members of these other communities
may be better able to spot potentially dangerous activity than intelligence agencies would be.

Defense

Research and development (R&D) into medical countermeasures. World R&D capacity and
R&D budgets exceed those available to any single nation, so all nations benefit if other coun-
tries are able to devote some of their capacity to developing medical countermeasures.
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» Development of nonpharmacological interventions. Until vaccines or therapeutics can be
developed for a newly emerging contagious disease, such as a pandemic influenza, the spread
of disease can be checked only by the application of nonpharmacological interventions such
as social distancing (lessening the risk of disease transmission by minimizing time spent in
crowds or minimizing opportunities for crowds to form) and isolation (separation of sick indi-
viduals from healthy or asymptomatic ones).

» Planning for procurement and distribution of medical countermeasures. International
cooperation and collaboration in distributing vaccines and other medical countermeasures in
the aftermath of a major disaster or biological incident should be a key topic for international
engagement.

» Public health preparedness and local response. This is a topic that would not seem as ap-
propriate for international conversation, since effective response is location- and situation-
dependent. However, both government and public health/medical community workers may be
interested in sharing lessons learned and best practices.

» Remediation/restoration. There is a paucity worldwide of research on effective means of de-
contamination. To the extent other countries are sufficiently interested in this problem to fund
work in the area, there is considerable potential for cooperation.

Barriers to Biorisk Reduction

Discussion among and within communities can generate or otherwise collect proposals for reduc-
ing, mitigating, countering, or responding to biological incidents or outbreaks. In each case, par-
ties can seek to determine whether a given proposal should be implemented, and if so, why it has
not been. Reasons why sound proposals have not been implemented could include:

» Information limits. Those in a position to enact a given proposal have not thought of it yet, and
nobody else has brought it to their attention. Coming up with an idea, or telling it to the right
people, may be all that is needed.

= Analysis limits. A suggested policy may not have sufficient detail or scope to be implementable.
Additional study and analysis may be necessary before an approach to implementation can be
designed. Relevant parties can identify what studies need to be done, if not take some of those
studies on.

» Dialog limits. One party or group may seek to implement a proposal, but they may not be able
to get the attention of others with whom they need to work. Finding others in key groups or
communities with whom to hold a dialog may be what is needed.

» Decision limits. Different parties may come to opposite conclusions on the same question.
Some process must be developed, or decisionmaker identified, that will resolve the deadlock
and allow action to proceed in one direction or the other.

» Resource limits. An idea may be sound, but there may be insufficient resources in any of the
relevant sectors to permit the idea to be enacted. In this case, processes can be formulated to
identify where those resources might be available and who would have to be persuaded to free
them up.

In each case, identifying the reasons why a proposal has not been implemented to date may be
the first step in planning how to implement it in the future.
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5. Conclusion

International engagement, cooperation, and collaboration are vital parts of the global effort to
counter biological weapons proliferation and bioterrorism. Set within the context of a compre-
hensive, international, and multisectoral approach to countering biological risks, a focus spe-
cifically on international and interdisciplinary engagement highlights the many opportunities
across the risk management spectrum to meet the challenge of minimizing the likelihood and the
consequences of biological harm, whether from natural, accidental, or intentional causes. These
opportunities for engagement involve government and a wide array of nongovernmental and
professional community partners. It is imperative that these opportunities be exploited—now. The
framework offered by the Global Forum on Biorisks and the functionality provided by the GFBR
Web portal provide an effective means for doing so.
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